


 

 

Lab 1.4.1: Challenge Review 

Topology Diagram 



CCNA Exploration 
Accessing the WAN: Introduction to WANs  Lab 1.4.1: Challenge Review 





CCNA Exploration 
Accessing the WAN: Introduction to WANs 



 

 

Lab 2.5.1: Basic PPP Configuration Lab 

Topology Diagram 

 

Addressing Table 
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• Configure synchronous lo
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*Aug 17 19:02:57.252: Se0/0/0 PPP: I pkt type 0x000F, datagramsize 84 
link[illegal] 
*Aug 17 19:02:57.252: Se0/0/0 UNKNOWN(0x000F): Non-NCP packet, 
discarding 
*Aug 17 19:02:57.448: Se0/0/0 LCP: TIMEout: State REQsent 
*Aug 17 19:02:57.448: Se0/0/0 LCP: O CONFREQ [REQsent] id 3 len 10 
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R2(config-if)# 
 
*Aug 17 20:03:46.988: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
Serial0/0/1, changed state to down 
R3(config)#interface serial 0/0/1 
R3(config-if)#encapsulation ppp 
R3(config-if)# 
*Aug 17 20:04:27.152: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
Serial0/0/1, changed state to up 
*Aug 17 20:04:30.952: %OSPF-5-ADJCHG: Process 1, Nbr 209.169i0.225ol oe 

Serial from LOADINGstatFULL, LoadccesDone Tm
( )Tj
ET
EMC 
/P <<>>BDC 
BT
/TT0 1 Tf030.001 Tc 27 Tc 0 Tf
10.02 0 0 10 156Tf
05 12 69599.52Wheface 
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Task 4: Clean Up 
Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are 



                                                                                                                                                                                        

                                                                                                                                                                                        

 

Lab 3.5.1: Basic Frame Relay  

Topology Diagram 

 

Addressing Table 

Device 
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  out bytes 0              dropped pkts 0           in pkts dropped 0 
  out pkts dropped 0       out bytes dropped 0 
  in FECN pkts 0           in BECN pkts 0           out FECN pkts 0 
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  out bcast pkts 0         out bcast bytes 0 
  30 second input rate 0 bits/sec, 0 packets/sec 
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What are the three different types of LMI?  
 
_____________________________________________________________________________ 

 





CCNA Exploration 

Accessing the WAN: Frame Relay  Lab 3.5.1 Basic Frame Relay 

 
R1#*Sep  9 17:42:21.411: ICMP: echo reply sent, src 10.1.1.1, dst 
10.1.1.2 

As is shown by this debug message, the ICMP packet from R2 is reaching R1. 

Why does the ping fail?  
 
_____________________________________________________________________________ 
 
_____________________________________________________________________________ 

 

Issuing the show frame-relay map



A c c e s s i n g  t h e  W A N :  F r a m e  R e l a y   
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Step 2: Create and configure a point-to-point sub-interface on R1. 
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! 
interface Serial0/0/1.112 point-to-point 
 ip address 10.1.1.5 255.255.255.252 
 frame-relay interface-dlci 112 
! 
router eigrp 1 
 network 10.0.0.0 
 network 192.168.10.0 
 no auto-summary 
! 
! 
banner motd ^CUnauthorized access prohibited, violators will be 
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 network 209.165.200.0 
 no auto-summary 
! 
! 
line con 0 
 password cisco 
 logging synchronous 
 login 

 password cisco 

 login 
! 
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Task 10: Clean Up 
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 logging synchronous 
line aux 0 
line vty 0 4 

  
/P <<>>BDC 
BT
/6BDC 776 TD
[(Rou)6(t/P (er 27.6 735.3701.46 Tm
( logging synchronous )Tj
ET
EM0d
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BT
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ET
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ET
/CS050 1 387Tf
10!>Boubleshooting Frame Relay 
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• Create a loopback interface on R2 to simulate the connection to the Internet. 

•
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R1 
R1(config)#int s0/0/0 
R1(config-if)#ip rip authentication mode md5 
R1(config-if)#ip rip authentication key-chain RIP_KEY 
 
At this point, R1 is no longer receiving RIP updates from R2, because R2 is not yet configured to use a 
key for routing updates. You can view this on R1 using the show ip route command and confirming 
that no routes from R2 appear in the routing table. 

Clear out IP routes with clear ip route * 
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 no ip directed-broadcast 





https://192.168.20.1/




CCNA Exploration 
Accessing the WAN: Network Security         Lab 4.6.1: Basic Security Configuration 
   
    
Step 3: Perform a Security Audit. 

 
This gives a brief explanation of what the Security Audit feature does. Click on Next to open the Security 
Audit Interface configuration window. 

 
An interface should be classified as outside (untrusted) if you cannot be sure of the legitimacy of the 
traffic coming into the interface. In this example, both FastEthernet0/1 and Serial0/1/0 are untrusted 
because Serial0/1/0 is facing the Internet, and Fastethernet0/1 is facing the access part of the network 
and illegitimate traffic could be generated. 

After selecting outside and inside interfaces, click 
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As you can see, the default configuration is unsecure. Click the Close button to continue. 
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Enter a banner message to use as the message of the day for the router, and then click Next. 

 







 

 

Lab 4.6.2: Challenge Security Configuration 

Topology Diagram 

 

Addressing Table 
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Type of service [0]:  
Set DF bit in IP header? [no]:  
Validate reply data? [no]:  
Data pattern [0xABCD]:  
Loose, Strict, Record, Timestamp, Verbose[none]:  
Sweep range of sizes [n]:  
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2 seconds: 
Packet sent with a source address of 192.168.11.1  
U.U.U 
Success rate is 0 percent (0/5) 

You should see the following message on the R3 console: 

*Sep  4 03:22:58.935: %SEC-6-IPACCESSLOGNP: list STND-1 denied 0 
0.0.0.0 -> 192.168.11.1, 1 packet 

In privileged EXEC mode on R3, issue the show access-lists command. You see output similar to the 
following. Each line of an ACL has an associated counter showing how many packets have matched the 
rule. 

Standard IP access list STND-1 
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needs to enforce both source and destination, an extended ACL is needed. 
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Verify that you can telnet to R2 from both R1 and R3. 

Step 1: Configure the ACL. 

Configure a named standard ACL on R2 that permits traffic from 10.2.2.0/30 and 192.168.30.0/24. Deny 
all other traffic. Call the ACL TASK-5. 

R2(config)#ip access-list standard TASK-5 
R2(config-std-nacl)#permit 10.2.2.0 0.0.0.3 
R2(config-std-nacl)#permit 192.168.30.0 0.0.0.255 

Step 2: Apply the ACL. 
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traffic with a source address from the 192.168.11.0/24 network from accessing the LAN on R3. 















 

 

Lab 5.5.3: Troubleshooting Access Control Lists 

Topology Diagram 

 

Addressing Table 

Device Interface 







                                                                                                                                                                                        

                                                                                                                                                                                    

 

Lab 7.4.1: Basic DHCP and NAT Configuration 

Topology Diagram 
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Once this has been done on both PC1 and PC2, they are ready to receive an IP address from a DHCP 
server. 

Task 4: Configure a Cisco IOS DHCP Server 
Cisco IOS software supports a DHCP server configurat
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Why are these the results? _________________________________________  

Step 4: Configure a helper address. 

Network services such as DHCP rely on Layer 2 broadcasts to function. When the devices providing 
these services exist on a different subnet than the clients, they cannot receive the broadcast packets. 
Because the DHCP server and the DHCP clients are not on the same subnet, configure R1 to forward 
DHCP broadcasts to R2, which is the DHCP server, using the ip helper-address interface configuration 
command.  

Notice that ip helper-address must be configured on each interface involved. 
R1(config)#

 

R1(conf-ifig)#

 

R1(conf-ifig)#
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Task 5: Configure Static and Default Routing 

ISP uses static routing to reach all networks beyond R2. However, R2 translates private addresses into 
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*Sep 13 21:15:02.275: NAT*: s=192.168.10.11->209.165.200.241, d=209.165.200.226 [27] 
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Lab 7.4.3: Troubleshooting DHCP and NAT 
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x Test pings from ISP to R1 should not receive NAT translation as evidenced by a show ip nat 
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Interface IP Address Subnet Mask 

N/A 

192.168.11.3 255.255.255.0 N/A 
Fa0/1.30 192.168.30.1 255.255.255.0 N/A 
S0/0/0 10.3.3.2 255.255.255.252 N/A 

R3 

S0/0/1 10.2.2.2 255.255.255.252 N/A 
S1 VLAN10 DHCP 255.255.255.0 N/A 
S2 VLAN11 192.168.11.2 255.255.255.0 N/A 
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! 
no file verify auto 
! 
spanning-tree mode rapid-pvst 
spanning-tree extend system-id 





N/A 
S0/0/0 10.1.1.2 255.255.255.252 N/A 
S0/0/1 10.2.2.1 255.255.255.252 N/A R2 

Lo0 209.165.200.225 255.255.255.224 209.165.200.226 
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service timestamps log uptime 
no service password-encryption 
! 
hostname S2 
! 
security passwords min-length 6 
enable secret ciscoccna 
! 
no aaa new-model 
vtp domain CCNA_Troubleshooting 
vtp mode Client 
vtp password ciscoccna 
ip subnet-zero 
! 
no ip domain-lookup 
! 
no file verify auto 
! 
spanning-tree mode mst 
spanning-tree extend system-id 

vtp password ciscoccna 

ip subnet-zero 
! 
no ip domain-lookup 
! 
no file verify auto 
! 

spanning-tree mode mst 

no ip domain-lookup 

! 

no file verify auto 
! 







 

 

Lab 8.5.3: Troubleshooting Enterprise Networks 3 

Topology Diagram 
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service timestamps log uptime 
no service password-encryption 
! 
hostname S2 
! 
security passwords min-length 6 
enable secret ciscoccna 
! 
no aaa new-model 
vtp domain CCNA_Troubleshooting 
vtp mode client 
vtp password ciscoccna 
ip subnet-zero 
! 
no ip domain-lookup 
! 
no file verify auto 
! 
spanning-tree mode rapid-pvst 
spanning-tree extend system-id 
spanning-tree vlan 11 priority 24576 
spanning-tree vlan 30 priority 28672 
! 
vlan internal allocation policy ascending 
! 
interface FastEthernet0/1 
 switchport access vlan 11 
 switchport mode access 
! 
interface FastEthernet0/2 
 switchport access vlan 11 
 switchport mode access 
! 
interface FastEthernet0/3 
 switchport trunk allowed vlan 11,30 
 switchport mode trunk 
! 
interface FastEthernet0/4 
 switchport trunk allowed vlan 11,30 
 switchport mode trunk 
! 
interface range FastEthernet0/5-24 
 shutdown 
! 
interface GigabitEthernet0/1 
 shutdown 
! 
interface GigabitEthernet0/2 
 shutdown 
! 
interface Vlan1 
 no ip address 
 no ip route-cache 
! 
interface Vlan11 
 ip address 192.168.11.2 255.255.255.0 
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