CCNA Exploration Chapter 2 Static Routing. Study questions. 
Answers in white font – change the colour to read.
2.1

What is the two main functions of a router?

Finding best paths and forwarding packets.
What information is required from the routing table?

The exit port for forwarding a packet.

An older router with a large DB60 serial port can support any one of five types of serial cable and standard, including V-35. What can a newer router with a smart serial port support?

The same five types of serial cable and standard.

When would you connect a UTP crossover cable to a router’s FastEthernet port?

When connecting to another router or to a PC/server.

What does it mean if an interface is shown as administratively down?

The interface is in shutdown mode. The command no shutdown has not been given.

Which command will show you a list of interfaces and whether they are up or down without showing statistical information on traffic?
Show ip interface brief

How would you configure the IP address 192.168.5.1/24 on the FastEthernet 0/1 interface of router Paris and bring the interface up?

Paris(config)#interface fastethernet 0/1

Paris (config-if)#ip address 192.168.5.1 255.255.255.0

Paris (config-if)#no shutdown

What is the purpose of the logging synchronous command?
If the router produces a message while you are in the middle of typing a command, it will then repeat what you have typed so that you can carry on typing without getting confused.

When do directly connected routes appear in the routing table?

When the interface has been configured and the interface and the protocol have come up.

Is this interface configuration acceptable?
Rome(config)#interface fastethernet 0/0

Rome (config-if)#ip address 192.168.1.1 255.255.255.240

Rome (config-if)#no shutdown

Rome (config-if)#exit

Rome(config)#interface fastethernet 0/1

Rome (config-if)#ip address 192.168.1.17 255.255.255.240

Rome (config-if)#no shutdown

Yes. The interface IP addresses are on different subnets. (See the subnet mask.)
What happens if you try to configure two router interfaces with IP addresses on the same subnet?
When you configure the second address, you get a message saying that there is an overlap.

Do router interfaces take part in ARP?

Ethernet interfaces do.

Which command would show the MAC address of FastEthernet interface 0/0?

Show interfaces fastethernet 0/0  (show int fa0/0)

Two routers are connected with a serial cable. When will the serial line come up?
After the interfaces at both ends have been correctly configured and given the no shutdown command.

What is a CSU/DSU?

A device that connects a router to a service provider’s network. It converts data between the form used by the router and the form used on the service provider’s network. It therefore functions rather like a modem.
When a router is connected to a CSU/DSU, which of them is the DCE device, which is the DTE device, and which provides the clocking signal for the synchronous link?

CSU/DSU is the DCE device and provides the clocking signal. Router is the DTE device.

How can a router interface be configured to act as a DCE device so that a WAN link can be simulated in the lab?
Configure a clock rate on the interface that is acting as DCE.

Which command will show the type of cable used and whether it is DTE or DCE?
Show controllers

You connect two router serial ports with a V-35 cable. Does it matter which end you put the clock rate?
Yes, it must be at the DCE end. Our cables are in two parts, a DCE part and a DTE part, and they are different. Where the cables join, the DCE has a female connector and the DTE has a male connector. It is possible to have a combined DCE/DTE cable, but it still matters which end is which.

How can you change the IP address on an interface?

You should use the shutdown command first, particularly on a live network, to avoid confusion in case packets arrive while you are in the middle of changing the address. You can just enter the new IP address and this will replace the old one. Alternatively you can remove the old address first using no ip address, then configure the new address. Finally bring the interface back up with no shutdown.

What is the purpose of CDP?
Cisco Discovery Protocol lets you find information about directly connected Cisco devices.

What is the difference between a layer 2 neighbour and a layer 3 neighbour?
A layer 2 neighbour is physically connected and shares a link. A layer 3 neighbour is on the same network – using the same range of IP addresses.

How can you start CDP running?
You should not need to. It starts running by default. If someone has switched it off, you can restart it in global configuration mode using cdp run.

What can you find out using the command show cdp neighbors?

Neighbour’s ID (hostname)
Port on this router that makes connection to neighbour (local interface)

Holdtime (The time for which information is held.)

Capability (is neighbour a router, switch etc.)

Platform (neighbour’s model)

Port ID (Port on neighbour that connects to this router)

What is the difference between the no cdp run command and the no cdp enable command?

The no cdp run command is goven in global configuration mode and turns off CDP completely on the device. The no cdp enable command is given in interface configuration mode and applies only to the selected interface. CDP advertisements can still be send and received on the other interfaces.

How can you use CDP to find information about a Cisco device that is not a direct neighbour?
Telnet to a device that is directly connected and use CDP from there. If you do not know the IP address to use for the Telnet, then you can work step by step, using show cdp neighbors detail to find the IP address of the next device, using Telnet to that device and so on.

Static routes are commonly used for routing to stub networks. What is a stub network?

A network with only one access route.

How would you configure a static route to 192.168.3.0/24 through serial 0/0?
ip route 192.168.3.0 255.255.255.0 serial 0/0

How would you configure a static route to 192.168.4.0/24 via next hop address 172.16.0.1?

ip route 192.168.4.0 255.255.255.0 172.16.0.1

If either of the following would be correct:
ip route 192.168.3.0 255.255.255.0 serial 0/0

ip route 192.168.3.0 255.255.255.0 192.168.7.2
which version would be preferred?

The version giving the serial 0/0 exit port. This will require only one look-up in the routing table, while the other version would require two. As the serial link would be point to point with only one possible destination, there is no ambiguity.

When configuring a static route over an Ethernet link, should you give the exit port, the next hop address or both?

You need to give the next hop address, so that the destination host is identified and its MAC address can be found. If you give the exit port as well then only one routing table look-up is required instead of two, so there is an advantage in giving both.
A routing table entry is shown as:

S     172.16.1.0/24   [1/0]   via 172.16.2.2

What subnet address was entered as part of the ip route command?

255.255.255.0  (means the same as /24)

A routing table entry is shown as:

S     172.16.1.0/24   [1/0]   via 172.16.2.2

What is the meaning of the [1/0]?

1 is the administrative distance, which is the default value for a static route. The metric is 0.

What are Alex Zinin’s three routing principles? 

1: "Every router makes its decision alone, based on the information it has in its own routing table."

2: "The fact that one router has certain information in its routing table does not mean that other routers have the same information."

3: "Routing information about a path from one network to another does not provide routing information about the reverse, or return path."

An echo request from router 1 arrives at router 6. Does this mean that the echo reply will go back to router 1?
No, not necessarily. There could be a path in one direction but not the other.  (Principle 3.)
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Router A has a default route configured to send all packets via the ISP router. Is this enough to give Internet access to network 195.18.1.0?
No. A return path is needed. ISP could be configured with a static route to 192.18.1.0.

What happens to a static route if the exit interface goes down?
The static route is removed from the routing table, but stays in the configuration. If the interface comes up again then the static route is replaced in the routing table.

The routing table shows

S 192.168.1.0/24 is directly connected, Serial0/0

Does this mean that serial 0/0 has an address on the 192.168.1.0 network?

No. It just means that the static route has been configured to give the exit port as serial 0/0.

A router has a static route configured as follows:

ip route 172.16.22.0 255.255.255.0 172.16.18.2.
The topology has changed and the next hop address should now be 172.16.16.2. How can you change the configuration?

First you must remove the static route, then you enter the new one.

no ip route 172.16.22.0 255.255.255.0 172.16.18.2.

ip route 172.16.22.0 255.255.255.0 172.16.16.2.

Which command will show what static routes have been configured (rather than what static routes are in current use)?
Show running-config (show run). If you have saved the configuration then you can see the same information using show startup-config (show start).

A router has found a route to a network, through FastEthernet 0/0. What additional processing or messages may be needed before the packet is encapsulated and forwarded?

The packet needs to be encapsulated in a layer 2 Ethernet frame, and this will need a destination MAC address. The next hop IP address should be known from the routing table. The router will check its ARP table to look for a MAC address matching that IP address. If it does not find one, then it will send a broadcast ARP request. The destination should reply with its MAC address. The packet can then be encapsulated and sent, complete with destination MAC address.
You need to configure static routes to several networks, all using the same exit interface. What is the advantage of summarizing these routes, if possible, into one route?

The routing table will have fewer entries, which makes look-up more efficient.

You have addressed a group of networks by subnetting 192.168.1.0/24. How could you best summarise the following subnets?

192.168.1.128/27
192.168.1.160/27
192.168.1.192/27
192.168.1.224/27
192.168.1.128/25

The first 3 octets are all the same, so at least the first 24 bits are the same.

Writing octet 4 in binary

	128
	10000000

	160
	10100000

	192
	11000000

	224
	11100000


Starting from the left, one more bit is the same before they start to differ.
In all, the first 25 bits are the same so the prefix is /25.

You have addressed a group of networks by subnetting 172.16.0.0/16. How could you best summarise the following subnets?

172.16.8.0/24

172.16.9.0/24

172.16.10.0/24

172.16.11.0/24

172.16.8.0/22
The first 2 octets are all the same, so at least the first 16 bits are the same.

Writing octet 3 in binary

	8
	00001000

	9
	00001001

	10
	00001010

	11
	00001011


Starting from the left, six more bits are the same before they start to differ.

In all, the first 22 bits are the same so the prefix is /22.

You want to summarise networks 172.16.0.8/24, 172.16.0.9/24, 172.16.0.10/24, 172.16.0.11/24 and 172.16.0.12/24.

You summarise as 172.16.0.8/21. Does this match all the networks you want? Does it match any other /24 networks?
Yes, it does match these networks. It also matches 172.16.0.13/24, 172.16.0.14/24 and 172.16.0.15/24.

A routing table has a static route to 172.16.0.0/22, a dynamic route to 172.16.0.0/24 and a default route. A packet is addressed to 172.16.0.28. Which route will be used?

The dynamic route to 172.16.0.0/24 because it is the most specific. More of the bits match.

The ping and traceroute commands can be used to check connectivity up to which OSI layer?
Layer 3.
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