CCNA Exploration 2 Chapter 1 Routing Intro. Study questions. 
1.1

What is the main function of a router?

To transfer packets between networks, using the best available paths.
What services does a router provide?
Packet forwarding
Routing on alternative paths to give reliability
2x7 availability
Quality of service prioritisation of packets
Permit or deny packets for security

What is a routing table?
A table containing network addresses and the best routes to reach those networks. It is held in the router’s RAM.

A router receives a packet from a Frame Relay network. The next hop is on an Ethernet network. What does the router do?

It removes the Frame Relay frame header and footer. 
It reads the destination IP address in the packet header.
It performs a logical AND to find the destination network address.
It looks up the destination network in its routing table.
It finds which interface should be used to forward the packet.
Since this is an Ethernet interface, it encapsulates the packet in an Ethernet frame and adds appropriate MAC addresses.
It forwards the frame on to the Ethernet network.
What does a router store in its RAM?

IOS (copied in during start-up)

Running configuration

Routing table

ARP cache

Packet buffer

What does a router store in its ROM?
The bootstrap instructions

Basic diagnostic software

Scaled-down version of IOS. (ROM monitor)

What does the router store in its main Flash memory?
The IOS.

What does a router store in its NVRAM?

Startup configuration.

What is an IOS image?
The file containing the complete IOS for a device.

Why are IOS images not all the same size?

Different devices and models need different versions of the IOS. Some IOS images provide more features than others and are larger.
What is the first step in the router boot-up process?
The Power-on self-test runs, to check the hardware. Instructions for this are held in the ROM.
What is the main task of the bootstrap program?

Find the IOS and load it into RAM.

What is happening when you have a console connection, you switch on the router, and you see a string of hash marks ############  ?

The IOS is loading into RAM.

The IOS is normally stored in the router’s own Flash memory, but where else might it be?

On a TFTP server.

What file is often loaded after the IOS?

The configuration file. (Startup configuration.)

Where may this file be found?
Usually in the router’s own NVRAM.  It may be on a TFTP server.

Under what circumstances would a router prompt the user to enter setup mode?

If no configuration file can be found.

Setup mode is not commonly used. If you enter setup mode by mistake, how can you get out of it?
Ctrl + C

Which show command will display the name of the IOS image file and the amount of RAM (among other things)?
Show version

What addresses do router interfaces have?

Every interface has an IP address, and they must all be on different networks. Every Ethernet interface also has a MAC address. WAN interfaces do not have MAC addresses, but may have some other layer 2 address, depending on the technology used.
At which OSI layers does a router operate?
At layers 1, 2 and 3. They are normally considered as layer 3 devices because their main function, routing, takes place at layer 3.

1.3

Which command will display the routing table of a router?

Show ip route

A router lists network 192.168.1.0 as a directly connected network. Where did it get this information?
From its own configuration. One of its interfaces must have been configured with an IP address on network 192.168.1.0.

What is a static route?
A route configured by an administrator.

When is it better to use static routes then dynamic routes?

When there are very few routers on a network.
On a single link to an ISP.

When a network has a hub and spoke topology so that there is only one possible path to each destination.

How does a router learn dynamic routes?

From other routers, using a routing protocol.

What is the purpose of a routing protocol?
To let routers build their routing tables by sharing information about how remote networks can be reached.

Why is it an advantage to use dynamic routing in a group of networks where the topology and availability of routes are likely to change frequently?
The routers can update their routing tables automatically whenever the best route to a destination changes.

Which two routing protocols are Cisco proprietary, and which of these are in current use?

IGRP and EIGRP are Cisco proprietary. EIGRP is in current use. It replaced the obsolete IGRP.
What is asymmetric routing?
The return route between two hosts is different from the outward route.

If router A knows a route to router B, does this mean that router B knows a route to router A?

No, not necessarily.

If host 1 pings host 2 and the ping fails, does that this mean that the echo request failed to reach host 2?

No. Possibly the echo request arrived but the reply was lost. We cannot tell with only this information.

1.4

Which addresses change and which stay the same as a packet is transferred between networks? (Ignore any effects of NAT.)
The layer 2 addresses (MAC addresses in the case of Ethernet) are different for each hop. They are replaced when the frames are replaced. The layer 3 IP addresses stay the same from end to end.

What metric is used by the RIP routing protocol to find the best path to a network?
Hop count

What metric is used by the OSPF routing protocol to find the best path to a network?

A metric calculated using the bandwidth of links. (The higher the bandwidth, the lower the metric.)

Why will RIP not always choose the most efficient path to a network?

It will choose the path with the fewest hops even if this involves using links with low bandwidth. A path with more hops but higher bandwidth might be better.

What is equal cost load balancing?

If a routing protocol that allows equal cost load balancing discovers two or more paths with the same metric then they can both/all be put in the routing table. Some packets will be sent on one route and some on the other(s).

Which routing protocols can be configured to allow unequal cost load balancing?

EIGRP and IGRP.

Which field in the IP packet header is changed by each router along the path?
The time to live field is decremented by 1 at each router. If the value reaches 0 then the packet is dropped.

When a router encapsulates a packet in a new frame, what destination address will it put in the new frame header?

If the packet is going directly on to the network of the final destination host, then the frame header will contain the layer 2 address (e.g. MAC address) of the final destination host. If the packet is going via another router then the frame header will contain the layer 2 address of the next hop router, or whatever layer 2 addressing is required by the layer 2 protocol on the next link in order to reach the next hop router.

How can a PC tell whether it is sending a packet to a host on its local network or a host on a remote network?
It does a logical AND on its own IP address and its subnet mask to find its own network. It also does a logical AND using the destination IP address and its own subnet mask. If the result is the same then the destination is on its own network. If the result is different then the destination host is on a different network.
If a PC detects that it is sending to a host on another network, what layer 2 destination address will it put in the frame header?

The layer 2 address of the default gateway – the router interface on the local network.

How does the PC know this layer 2 address?
The PC should be configured with the default gateway IP address. If the PC’s ARP table does not contain a matching of the default gateway IP address to its MAC address then the PC can send out an ARP request. The router should reply with its MAC address.

At which OSI layers do routers normally work?

Layers 1, 2 and 3.
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