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Lab 9: Troubleshooting Networks

Introduction

This lab is part of a series of lab exercises designed to supplement coursework and
provide students with a hands-on training experience based on real world applications.
This series of lab exercises is intended to support courseware for CompTIA Network+"
certification.

Networks are important to business processes and when they are not fully operational it
is costly and frustrating to the users. Network administrators need to understand not
just how to keep the network functional, but also how to approach troubleshooting
problems when a network is not fully operational. This lab will review troubleshooting
and a methodology that will provide ideas on where to start in the problem-solving
effort. This methodology will be used as a guide in troubleshooting two protocols
widely used in networks and it is important to be able to diagnose issues with them.
DNS and DHCP will be the two protocols focused on in this exercise.

This lab includes the following tasks:

1. Using the Problem Solving Process Troubleshoot a Suspected DNS Issue using CLI
utilities and Resolve the Issue

2. Configure an Operational DHCP Scope of Addresses

3. Observe the Effects of a Deactivated DHCP Scope and Resolve the Problem

Objective: Network Troubleshooting

Successful troubleshooting requires a logical and methodical process. The following are
steps for troubleshooting and problem solving network problems as recommended by
CompTIA. You should be familiar with these steps to demonstrate Network+ mastery:

e |dentify the problem.

e Gather Information

e Consider Possible Causes
e Devise a Solution

e Implement the Solution
e Test the Solution

e Document the Solution

Key terms for this lab:

Domain Name Service (DNS) — the protocol used to resolve and map hostnames and
domain names into IP address on the Internet. DNS uses UDP port 53 for initiating
requests. Name servers, or DNS servers are servers that contain databases of
associated names and IP addresses and provide this information to resolvers (hosts) on
request.
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Nslookup: a utility used to perform query testing of DNS servers and obtain detailed
responses at the command prompt. This information can be useful for diagnosing and
solving name resolution problems.

Dynamic Host Configuration Protocol (DHCP) — protocol used to automatically assign
network configuration parameters to devices on a network. Parameters include IP
address, subnet mask, default gateway, server addresses such as DNS, and lease time.
DHCP uses port number 67 to communicate from client to server and port 68 from
server to client.

DHCP Scope — the consecutive range of possible IP addresses that the DHCP server can
lease to clients on a network or subnet. Scopes typically define a single physical subnet
on your network to which DHCP services are offered. Scopes are the primary way for
the DHCP server to manage distribution and assignment of IP addresses and any related
configuration parameters to DHCP clients on the network.

Command Line Interface (CLI) — a text-based method of accessing the shell of an
operating system. Usually CLI provides a more powerful, direct way of executing
programs and utilities.

Universal Resource Locator (URL) — the named address of a resource on the Internet.

Fully Qualified Domain Name — the complete domain name for a specific computer, or
host, on the Internet. The FQDN consists of two parts: the hostname and the domain
name.

ipconfig — The ipconfig command is used to view or modify a computer's IP addresses,
to release and then renew the IP address, and flush the DNS resolver cache.

Ping — used to verify basic TCP/IP connectivity to a network host.

APIPA (Automatic Private IP Addressing) — A Microsoft Windows feature used when
there is a failure in DHCP servers, allowing DHCP clients to obtain IP addresses. APIPA
allocates IP addresses in the private range 169.254.0.1 to 169.254.255.254 and are
displayed in ipconfig /all as autoconfiguration IPv4 addresses. When the DHCP server is
operational clients correctly update their addresses automatically.
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Lab Topology

Windows 2k8 R2
External

External Network 131.107.0.0/24

Network+
Concepts Pod

Linux Firewall

Internal Network 192.168.12.0/24

Windows 2k8 R2 Windows 2k8 R2 Backtrack 5 Internal
Internal 1 Internal 2
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

Windows 2k8 R2 Login (applies to all Windows machines)

1. Click on the Windows 2k8 R2 icon on the topology that corresponds to the
machine you wish to log into.

2. Use the PC menu in the NETLAB+ Remote PC Viewer to send a Ctrl-Alt-Del
(version 2 viewer), or click the Send Ctrl-Alt-Del link in the bottom right corner of
the viewer window (version 1 viewer).

S —
E Host: W2KBR2 Internal_2, Pod: MNet+_Test_Po

3. Inthe password text box, type P@sswOrd and press Enter to log in.

Administrator

X -

4. If the Initial Configuration Tasks and/or Server Manager windows appear, close
them by clicking on the “x” in the top-right corner of the window.
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1 Troubleshoot a Suspected DNS Issue Using CLI Utilities

Scenario: Users are complaining that the new company website at http://www.ips.com

cannot be accessed. They were informed of the new website in a company memo. As a
member of the IT support group you are tasked with troubleshooting and resolving the

issue.

1.1 Using the Problem-Solving Process Troubleshoot a Suspected DNS Issue

Through your training, you know the first thing you need to do is isolate the problem.
Based on your experience, this appears to be a DNS problem, but to be sure you will use
a logical and methodical process of problem-solving to resolve the issue.

You begin gathering information by speaking with one of the users experiencing the
access problem, asking the user questions and based on the information received you
consider possible causes. Problems with network connectivity and DNS are two
possibilities that you suspect as causes.

You remember that DNS is a protocol that is part of the TCP/IP suite of protocols. It is
used to resolve the URL or website addresses that are readable to people into numerical
IP addresses that are readable by computers. The DNS server keeps records of the
addresses that are readable to people to IP address resolutions. The local computer will
also build a cache of addresses that have been previously resolved by the DNS server.
The user’s computer accesses the correct DNS server by its configured TCP/IP settings.
DNS is implemented in two software components; the DNS server and the DNS client.
Your user’s machine is the DNS client. Using utilities such as ipconfig /all, ping, and
nslookup, you will troubleshoot to find a solution the problem. Once solved, you will
implement the solution, document it, and explain the situation to the user.

You start the investigation by checking to see if there are any other network
connectivity issues.

1. Use the instructions provided in the Lab Settings section to log onto the
Windows 2k8 R2 Internal 1 machine, if you are not logged in already. If the
Server Manager window appears, please close it.

2. Go to Start > Search box and type cmd and then press Enter.

3. Issue the ping command to the loopback address 127.0.0.1 to verify the TCP
socket on the local machine. It is successful.
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4. lIssue the ping command to the host IP address to test the IP configurations of
the local host (the user’s computer). Refer to the table in the Lab Settings
section to find the IP address of the Windows 2k8 R2 Internal 1 machine

(192.168.12.10). It is successful.

[e+] Administrator: Command Prompk
Microsoft Windows [Uersion 6.1.76801

Copyright (c> 288%? Microsoft Corporation. All rights resey

Copyright {(c) 20807 Microsoft Corporation.

All rights reserved.

C:\Users™Administrator>ping 127.0.8.1 C:\Users\Adninistratordping 192.168.12.10

Pinging 127.8.8.1 with 32 bytes of data:

hytes=32 time<{ims TTL=128
bytes=32 time{ims TTL=128
hytes=32 time<{ims TTL=128

127.8.8.1:
127.8.8.1:
127.8.8.1:

Pinging 192.168.12.18 with 32 hytes of data:
Reply from 192.168.12. 18 hyteﬂ'32 time{
Reply from 192.168. 12 a:

Reply from 192.168.1 :
Reply from 192.168.12. 18 hyteﬂ'32 tlne(lm“ TTL'lZE

Ping statistics for 192.168.12.18:

Packets: Sent = 4, Received = 4, Lost = @ (B2 loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bns, Average = Bms

Reply from 127.8.8.1: bhytes=32 time{ims TTL=128
Ping statistics for 127.8.8.1:
Packets: Sent = 4, Received = 4, Lost
Approximate round trip times in milli-secon
Minimum = Bms,. Maximum = Bms. Average

Bz loss).,

The previous tests have helped to determine that the computer has its TCP/IP setting
configured and the stack is functioning properly.

Next, the tests will determine that the TCP/IP setting on the host computer are correct
in relation to the network it is configured for, particularly those settings that are used
for DNS name resolution since that is one of the potential causes of the existing
problem.

5. Atthe command prompt type ipconfig /all. This will display the full TCP/IP
configuration for all NICs on the system, including DNS, DHCP, and WINS
settings.

Administrator indows', system32' cmd.exe

C=sUserssAdninistrator>ipconfig ~all

Windows IP Configuration

W2K8RZ2Internall
Hybrid

No

No
netplus _com

Host Mame . . . .
Primary Dns Suffix .
Mode Type . . . .
IF Routing Enabled. .
WINS Proxy Enabled. .
DNS Suffix Search List

Ethernet adapter Local Area Connection:

netplus _com

Intel{R> FRO- 1888 MI Network Connection
BA-58-56—98-29-A8

No

Yes
feB8@::5501:2c24:fhBa:daaxll(Preferred)
192.168.12 . 18(Freferred)

255 _255.255.8

192 _168.12 .1

23498159A@
88-01-88-01-18-D2-A7-35—-A8-58-56—2C-27-3B

192168 .12 .18
Enabled

Connection—specific DNS Suffix
Description . . - . . - . . .
Physical Address. . . . . .
DHCF Enabled. . . . . .
Autoconf iguration Enabled .
Link-local IFv6 Address . .
IPv4 Address. . . . . . .
Bubnet Mask . . . . .

Default Gateway . . .
DHCPuv6 IAID . .
DHCPu6 Client DUID. .

DNS Servers . . . .
MetBIOS over Tcplp. .
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6.

Locate the default gateway IP address from the ipconfig /all output. Ping the
default gateway to verify other hosts on the LAN are accessible. It is successful.
This will help you narrow down what could be causing the original problem of
not being able to access the new website at http://www.ips.com by eliminating
lack of network connectivity.

Administrator: C: Windows',system32', crnd.exe

C:~UserssAdministratorping 192.168.12.1

Pinging 1922.168.12.1 with 32 hytes of data:
Reply from 192.168.12.1: bytes=32 time<ims TTL=64
hyte time<ims TTL=b4
. . bhytes=32 time<{ims TTL=64
Reply from 192.168.12.1: bytes=32 time<ims TTL=b64

Ping statistics for 192.168.12.1:

Packets:- Sent = 4. Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = Bms,. Average = Bns

You have eliminated loss of network connectivity within the LAN as the cause of the
problem by proving connectivity to local hosts. Now it is time to test connectivity to the
DNS server to be sure that the user’s computer can access it.

Locate the DNS server IP address from the ipconfig /all output. At the command
prompt, ping the DNS server to make sure it is accessible from the user’s
computer. Itis successful. This proves that the DNS server is accessible, but that
does not mean that DNS is functioning properly because you are still using an IP
address in your testing.

Administrator ndows'system32\cmd.exe

C=Users“Administrator>ping 192 _168.12.168

Pinging 192_.168.12.18 with 32 hytes of data:

Reply from 192_.168.12.18: bytes=32 time<imsz TIL=128
Reply from 192_.168.12.18: bytes=32 time<imsz TTL=128
Reply From 192.168.12.18: hytes=32 time<ims TTL=128
Reply From 192.168.12.18: hytes=32 time<ims TTL=128

Ping statistics for 192.168.12.18:

Packetsz: Sent = 4. Received = 4. Lost = 8 (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

8. At the command prompt, type nslookup ?. Nslookup is a command-line utility

1/13/2014

for testing and troubleshooting DNS servers. Nslookup ? shows available
commands in the utility.

Windows' system32\cmd.exe

C:sUserssAdministratornslookup 7
Uzage:

nslookup [-opt ...1 interactive mode using default server
nslookup [-opt ...]1 — server interactive mode using ‘server’

nslookup [-opt ...]1 host just look up ‘host’ using default server
nslookup [-opt ...]1 host server H just look up 'host’ using ‘server’

Copyright © 2014 NISGTC Page 9 of 25
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9.

Nslookup can be used to test DNS failures. At the command prompt, type
nslookup followed by the IP address of the user’s computer.

[z Administrator: Command Prompt

Microzoft Windows [Uersion 6.1.768H1
Copyright <c> 280? Microsoft Corporation.

All rights reserved.

C-sUserssAdninistratornslookup 192168 .12 .11
Server: uwZkBrZinternall.netplus.conm
Address: 192.168.12.18

Mame =

w2kBr2internal? netplus.con
Address:

192.168.12.11

Nslookup is useful in this situation because it has allowed you to verify that name
resolution is working. The output has returned the name and IP address of the DNS
server that resolved the name. It also shows you the fully qualified domain name and
the IP address of the host you specified in the command which is that of the user’s
computer.

10.

11.

12.

1/13/2014

You have now that determined that network connectivity is functional and DNS
is working properly and it is time to reevaluate possible causes of the user not
being able to access the new website at http://www.ips.com. Based on your
findings, it can be concluded that the URL provided may be incorrect.

By contacting the department that distributed the memo and checking the URL
of the new website you learn that the correct URL is http://www.isp.com.

Open a web browser and try to access the new website using the corrected URL,
http://www.isp.com. The website opens in the browser.

o=
@ A = [&] repyjpummspeomi = [Bal[42] (3¢ | [ Bna P~
Vi Favoriees | 9% @) suggested sites = @] web sice allry -

sy ‘ | 3~ B - [ & - Page - Safety - Tools - @~

Welcome
L £5C%
Willkommen

Bienvenido

Bienvenue
Tervetuloa

O'N2D DN
Velkommen VELKOMEN
Benvenuto
Welkom Wltam
internet information services Y
Vélkommen
Hos Geldiniz shodst I.IE}
Udvozoljiik Kahix opicare
=
[T [T [ & intemet | Protected Made: OFF [Fa - [®o0w -
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1.2 Conclusion

There are many useful CLI utilities that can be used for troubleshooting and problem
solving on the network. Even with all the tools available, it is still important to work
through solving problems using a logical and methodical process. A good starting point
for troubleshooting is to identify the problem and gather information about what is
wrong and who is affected. This makes it easier to come up with possible causes and
work toward solutions of the problem.

1.3 Review Questions
1. What does the nslookup command do?

2. What utility can be used to find out the IP address, subnet mask and default
gateway configured on a computer?

3. What is the function of the DNS protocol?

4. If a client does not have the correct DNS server address specified in its TCP/IP
properties, what will occur?
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2

Configure an Operational DHCP Scope of Addresses

A DHCP server is used to automatically assign TCP/IP configuration parameters to
devices on a network such as: IP address, subnet mask, default gateway, and server
addresses such as DNS. The DHCP Scope is the consecutive range of IP addresses that
the DHCP server can lease to clients on a network or subnet. In this task, you will
configure DHCP on a server and test it to be sure the client is receiving the correct DHCP
configurations.

2.1

Configure a DHCP Server Scope

1. Use the instructions in the Lab Settings section to log into the Windows 2k8 R2

Internal 1 machine, if you are not logged in already.

2. Click Start > Administrative Tools -> DHCP

1/13/2014

Command Prompt

(e Inkernet Explorer

C

,_;] Hotepad

Q‘)) Performance Manitar
Event Wiewer

%;) Remate Deskiop Connection
@
A

;g Computer Management

g
@‘ Disk Defragmenter

%% Nmap - Zenmap GUT

Administrator

Dacuments

Computer

Metwork

Control Panel

Devices and Printers

Help and Suppart

Run...

> Al Programs

. Remote Deskiop Services
®. Component Services
A&/ Computer Management
= Data Sources (ODBC)
U DHCP
£ DNs
4] Event Viewer
& 15051 Initistor
Z Local Security Policy
& Network Policy Server
@ Perfarmance Manitor
T Routing and Remote Access
S5 Security Configuration Wizard
% Server Manager
5 Services
| Share and Storage Management
¥ Storage Explarer
I System Configuratian
() Task Scheduler
@& windows Firewall with Advanced Security
[ windows Memory Diagnostic
L2 windows Pawershell Modules
D W windows Server Backop

I Search programs and files

2 tooif |»

Listat b B o

Fie Acion Wiew Help

¢ == 8=

E H weksr2internall.netplus.com
B G P
(13 Server Optians
[# Fikers
B IPus

Contents of DHCP

[ status |

=] wekerinternall netplus.com

Actions

More Actions

Copyright © 2014 NISGTC

Click on the + next to the w2k8r2internall.netplus.com machine to expand.
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4. Right-click on IPv4 and select New Scope from the shortcut menu.

“F DHCP

El 5 wekirzinternall netplus.com
2 ™

Display Statistics. ..

Mew Scope...
I

Define User Classes. ..
Define Vendor Classes, ..

Reconcile All Scopes. ..

Set Predefined Options...

Viess 3

Refresh

Properties

Help

5. The Welcome to the New Scope Wizard screen appears. Click Next.

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps pou set up a scape for distributing 1P
addreszes to computers on pour netwark.

To continue, click Nesxt

< Back I Mext > I Cancel
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6. On the Scope Name Wizard screen, type in the name, Internall and a
description, DHCP. These are just variables decided by the network

administrator so a name or description would be selected according to the

company conventions. Click Next.

New Scope Wizard

Scope Name

You have to provide an identifying :cope name. You alzo have the option of providing

a dezcription,

Q

Type a name and description for thiz scope. This information helps pou quickly identify

how the scope is o be used on your network,

Marne: Irternall

Diezcription: IDHEP

< Back I hewt > I

Cancel |

7. Onthe IP Address Range Wizard screen, type the Start and End IP address. Use
the start address, 192.168.12.3, and the end address, 192.168.12.30. These
addresses need to be usable IP addresses within the same network/subnet as
the host to which they will be assigned. You may also need to configure a length
or subnet mask. The length and subnet mask are used to indicate the number of
bits being used to identify the network portion of the host IP address. In this
case, you will accept the default settings because that is the correct subnet for

1/13/2014

this scenario. Click Next.

IP Addrezz Range

You define the scope address range by identifying a zet of consecutive P addresses.

r— Configuration settings for DHCP Server
Enter the range of addreszes that the scope distibutes.

iEE. 152, 12 . 3

Start IP address:

End IP address: 1920168 . 12 . 30

— Configuration gettings that propagate to DHCP Client

Length: 24_:|

Subnet mask; I 2R 2R BR . O

Copyright © 2014 NISGTC
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8.

1/13/2014

On the Add Exclusions and Delay Wizard screen, enter a valid start and end IP
address. For this scope the start IP address for excluding IP address from being
dynamically assigned to hosts is 192.168.12.3 and the end address in the range is
192.168.12.14. This range of addresses is selected to be left out of the scope
because some of them are statically assigned to other devices on the network
and since IP addresses need to be unique within a network excluding these from
possibly being assigned again will prevent duplicate IP address problems on the
network. Type the addresses into the wizard and be sure to click Add to save the
settings. Leave the Subnet delay at the default setting. Click Next.

New Scope Wizard

Add Exclusions and Delay
Exclusions are addresses or a range of addreszes that are not distibuted by the
zerver, & delay iz the time duration by which the zerver will delay the transmizzion of a
DHCPOFFER message.

Type the IP address range that you want to exclude. IF you want to exclude a single
address, type an address in Start 1P address anly.

Start IP address: End IF address:

Excluded address range:

Add
Remove |

On the Lease Duration Wizard screen, accept defaults and click Next. DHCP
allocates the IP address for specified periods of time known as a lease. The Lease
duration specifies the time, in seconds, from address assignment until the
client's lease on the address expires.

T
| MNew Scope Wizard

Lease Duration o~
The leaze duration specifies how long a client can uge an IP addrezs from this zcope.

Lease durations should typically be equal to the average hme the computer iz
connected to the same physical netwark. Far mobile netwark.s that conzsist mainly of
partable computers or dial-up clients, shorter leaze durations can be useful.
Likewize, far a stable network, that conzizts mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leazes when distnbuted by this server.
Lirnited to:

Days: Haurs: Minutes:

e [ o [ o3

< Back I MHext > I Cancel
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10. A host IP address, subnet mask, default gateway are the main options that need
to be configured through DHCP. If a system is part of a domain or needs to
connect to the Internet the domain name and DNS server options need to be
configured. For Windows systems WINS can also be configured. On the Configure
DHCP Options Wizard screen, click the Yes button and click Next.

New Scope Wizard

Configure DHCFP Options —
Yo have to configure the most commaon DHCP oplions before clients can uze the

zCope.

wihen clients obtain an address, they are given DHCP options such az the [P
addrezzes of routers [default gatewaps], DWNS servers, and WINS settings for that
FCOpe,

The =ettings you zelect here are faor this scope and override zettingz configured in the
Server Options folder for this server.

Do you want to configure the DHCP options faor this scope now?

¢ e, | want to configure these options nows

= Mo, | will configure these options later

< Back I Mest = I Cahcel |

11. On the Router (Default Gateway) Wizard screen, type in 192.168.12.1, click Add
and then click Next.

MNew Scope Wizard

Router [Default Gateway] e
You can specify the routers, or default gateways, to be distrbuted by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:

iEE. 152, 12 . 1 Add

Femmye
Up

[z

aili

< Back I Mext = Cancel
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12. There is no domain to configure for this network. Notice the DNS server IP
address has already been added to the options to be configured on the DHCP
clients. On the Domain Name and DNS Servers Wizard screen, click Next.

MNew Scope Wizard

Domain Name and DMS Servers o
The Domain Mame System [DMS] maps and translates domain names used by clients

ar your netwark,

'ou can specify the parent domain you want the client computers an wour network to use for
DMS name resolution.

Parent domain;

To configure scope clients to uge DMS zervers on your netwark, enter the IP addrezses for thoze
TEMVENS.

Server name: IF address:

I . . . Add

Hezolve | 1321681210 Hemoyve

H

[

[

< Back | et > | Cancel |

13. You will not be configuring a WINS setting on this scope. On the WINS Servers

1/13/2014

Wizard Screen, click Next.

New Scope Wizard

WINS Servers

Computers running *Windows can use WINS servers to convert MetBIOS computer
names to |P addresses.

&

Entering server IP addrezzes here enables Windows clients to queny WINS before they uze
broadcasts to register and rezolve NetBI0S names.

Server name: IP address:

| Add

Fezalve | Bemaowve

il

[ mr

To change this behavior for Windows DHCP clients modify option 0468, 'WINS/MNET Mode
Type, in Scope Options.

< Back I Mest > I Cancel

Copyright © 2014 NISGTC
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14. On the Activate Scope Wizard screen, click the Yes button and click Next.

.

Activate Scope —
Clients can obtain address leases only if & scope iz activated.

Do you want o activate thiz scope now?

‘e, | want to activate this scope now

= Na, | will activate this scope later

< Back | Mewt » | Cancel |

15. Click Finish to complete the New Scope Wizard.

Completing the New Scope
Wizard

“r'ou have successfully completed the New Scope wizard.

To close this wizard, click Finish

< Back | Finish | Cancel |

16. Close the DHCP Dialog Box and all other open windows.

17. To test out the scope configuration, we will use the Windows 2k8 R2 Internal 2
machine, enabling it as the DHCP client. Login to this machine following the
steps outlined in the Lab Settings section, if you are not logged in already.

18. If the Server Manager window appears, please close it.

19. Open the Network and Sharing Center by right-clicking the network access icon
on the bottom-right of the task bar and click Open Network and Sharing Center.

|_ Troubleshoot prablems
Cpen Metwark and Sharing Center
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20. Click Change adapter settings in the left panel.

SEIE)
\7)(7) S+ Control Panel + Network and Internet ~ Hetwork and Sharing Certer ~ &3 [ search Control Fanel @J
®

Control Panel Hame Yiew your basic network information and set up connections

= " See full map
Change adapter settings ,.,5 _ &- x (]
Change advanced sharing settings WEKBRZINTERNALZ Unidentified network, Internet
(This computer)
View your active networks Connect o disconnect
E | Unidentified network Actesstype; Ko Internet access
< Private network Connections: [ Local Area Connection

21. Double-click on the network card named Local Area Connection.

Local Area Connection
Unidentified network
Intel{R) PROJ 1000 MT Metwark Conn...

22. Click Properties.

@ ocal Area Connection Status’ x
General I
Connection
IPw4 Connechiviby: Mo Intermet access
IPvw6 Conneckivity: Mo [ntetnet access
Media State:
Duration: 06:37:24
Speed: 1.0 Ghbps

Details...

Ackiviky
Sent — L\,‘.’ ——  Recsived
Bytes: 51,578 | 420,667
r5'Pro|:uert\es| r5'Disah\e | Diagnose |

23. Click Internet Protocol Version 4 (TCP/IPv4) to highlight, then click Properties.

@ Local Area Connectiol x|

MNetwarking |

Connect using:

I @ Intel(Ft] PRO/1000 MT Metwork Connection

Conligure... |

Thiz connection uses the following items:

% Client for Microsoft Networks

1Bl 1105 Packet Scheduler

B File and Printer Sharing tor Microzalt Netwarks

& |nternet Protocol Yersion B [TCR/IPvE]

- |nternet Protocol Yersion 4 [TCP/IPv4]

. Link-Layer Topalogy Discovery Mapper 10 Driver
i Link-Layer Topology Discovern Responder

Install. Uninstall Froperties
[~ Description
Allows your computer to access resources on a Micragoft
hEstwark.

oK Cancel
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24. Notice the radio button next to Use the following IP address: is selected. This is
how you indicate that static IP configuration settings are to be used; these are
manually set by the network administrator.

Internet Protocol Yersion 4 (TCP/IPv4) Prope e |

General I

‘ou can get IP settings assigned aukomatically if vour network supports
this capability. Otherwise, vou need ta ask your network administrator
for the appropriate IP settings.

7 (bkain an IP address automatically
—% se the Following IP address:

IP address: 192 0168, 12 . 11
Subnet mask: I 285 . 255,255, 0
Default gakeway: 192 168 . 12 . 1

) Ghbain DN server address automatically
—{% e the Following DS server addresses:

Preferred DNS server: 192 . 168 . 12 . 10

Alternate DMNS server: I . . .

[ validate settings upon exit Advanced... |
OK I Cancel I

25. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, set this
machine to a DHCP client by clicking the buttons Obtain an IP address
automatically and Obtain DNS server address automatically. Click OK > Close >
Close. Close all open windows.

Internet Protocol ¥ersion 4 {TCP/IP¥4) Prope x|

General |.°.Iternate Configuration I

¥ou can get IP settings assigned automatically if wour nebwork supports
this capability, Otherwise, vou need to ask your network administratar
for the appropriate IP settings.

¢ obtain an IP address automatically

—{" Use the Following IP address:

IF address: I
Subnet mask: |
mefault gateway: I

¥ Obtain DMS server address automatically

—{" Use the Following DMS server addresses:

Breferred DNS server: I

fleermate DRS server: |

[™ | validate settings upom exit Advanced. .. |
814 I Cancel I
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26. Test DHCP on the client (Windows 2k8 R2 Internal 2). Open the command
prompt by clicking Start, type cmd in the search box and press Enter.

Programs (1)

- See more resulks

|cmd| B4  Logoff |»

27. The Command prompt dialog window opens. Type ipconfig/all to verify that this
machine is a DHCP client. Maximize the window to see all the information. You
should see something similar to the following:

[=+]Administrator: Y system32cmd.exne

Microsoft Windows [Uersion 6.1.768@1]

Copyright <(c> 288? Microsoft Corporation. All rights reserved.
C:slUserssAdministrator>ipconfigrall

Windows IP Configuration

Host Name : W2K8R2Internall
Primary Dns Suffix H

Hode Type - =« -  Hybrid

IP Routing Enahled. - - - : No

WINS Proxy Enabled. -« - % Ho

DHS Suffix Search Lis : netplus.com

Ethernet adapter Local Area Connection:

Connection—specific DNS Buffix . : netplus.com

Description . : Intel{R)> PRO-188@ MT Hetwork Connection
Physical Adde . : BB-58-56-78-6D-B@

DHCP Enabled. . . . : Yes

Autoconfiguration - : Yes

Link-local IPv6 Addre e e - feBB:ibe?1:781c:7397:6115%11 (Preferredd

IPv4 Address. . . - . . ot 192.168.12.28¢(Preferred)

Subnet Mask . . . . . = 255_255 2558

Lease Obtained. - -« - * Sunday, September 15, 2013 12:48:5@ PH
Lease Expires . . - -« - * Monday, September 23, 2813 12:48:58 PH
Default Gateway . - - - 5 192.168B.12.1

DHCP Server . . . . 1 192.168.12.18

DHCPv6 IAID . . . . : 234981598

DHCPv6 Client DUI - - . * B8-81-88-81-18-D2-A7-38-BB-58-56-2C-27-3D

DNS Servers 1 192.168.12.18
MetBIOS over Tcpip. . - - : Enabled

Tunnel adapter isatap.netplus.com:

The Windows 2k8 R2 Internal 2 client obtained IP configuration information such as:
IPv4 Address, Subnet mask, Default Gateway, Lease information, DHCP and DNS
Server information dynamically and this is indicated by looking at the DHCP Enabled
row and seeing Yes as the setting. If the client was configured to use static IP
addressing No would replace the Yes in that row.
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28. Release and renew the IP configuration by typing ipconfig/release then
ipconfig/renew.

Media State . . Media disconnected

Cunnectiun—speciiié ﬁNé éuifix- . = netplus.com

Tunnel adapter Teredo Tunneling Psewdo—Interface:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DNS Buffix . =

C:xUsers Administrator>ipconfig renew
Windows IP Configuration

An error occurred vhile releasing interface Loopback Pseudo—Interface 1 : The sy
stem cannot find the file specified.

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix
Link-local IPv6 Address . . . .
IPv4 fAddress. . . . . . . . . .
Subnet Mask . . . . . . . . . .
Default Gateway - . . . . . . .

netplus.com
feBB::hc?1:781c:7397:611511
192 _.168.12.20

255.255.255.8

192.168.12.1

Tunnel adapter isatap.netplus.com:

Media State . . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix . netplus.com

Tunnel adapter Teredo Tunneling Psewdo—Interface:

Media State . . .

e e e e e e e : Media disconnected
Connection—specific DNS Buffix . =

C:vUzerz~Administrator>

29. Verify that you still have LAN network connectivity by pinging both the Default
Gateway and DHCP server addresses.

Media State . . f e e e e e e Media disconnected
Connection—specific DNS Suffix . : netplus.com

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Media State . . .

e e e e e e Media disconnected
Connection—specific DNE Suffix .

C:=“UserssAdmninistrator>ping 192.168.12.1

Pinging 192.168 .12 .1 with 32 bytes of data:

Reply from 122.168.12.1: bytes=32 time<{lms TIL=64
Reply from 192.168.12.1: bytes=32 time<ims TTL=64
Reply from 192.168.12.1: bytes=32 time<{ims TTL=64
Reply from 122.168.12.1: bytes=32 time<{lms TTIL=64

Ping statistics for 192.168.12_1:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bms

C-sUzerssAdmninistrator?ping 192.168.12.18

Pinging 1922.168.12 .10 with 32 hytes of data:

Reply from 192.168.12.108: hytes=32 time<{lms TTL=128
Reply from 192.168.12_18: hytes=32 time{ims TTL=128
Reply from 122.168.12.1 bytes=32 time<lms TTL=128
Reply from 192.168.12.18: hytes=32 time<{ilms TTL=128

Ping statistics for 192.168.12.18:

Packets: Sent = 4. Received = 4, Lost = B8 (B loss).
Approximate round trip times in milli-seconds:

Mininum = Bms,. Maximum = Bms,. Average = Bns

C:sUserssAdministrator>
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2.2 Conclusion

Setting up a DHCP Server is a step-by-step process requiring planning in order to provide
accurate IP configuration parameters to client devices. Settings such as the size of the
DHCP pool, addresses of key devices to exclude, DNS server and Default Gateway
parameters are paramount to ensure proper Scope configuration. Testing and

verification commands such as ipconfig, ipconfig/all, ipconfig/release and
ipconfig/renew are significant in ensuring DHCP works as planned.

2.3 Review Questions

1. What IPv4 address was assigned to the Windows 2k8 R2 Internal 2 machine by
the DHCP server?

2. Could this machine have leased a different IP address?

3. According the DHCP server configurations, what range of IP addresses could
this machine been assigned by DHCP?

4. After configuring the host as a DHCP client, was it dynamically allocated DHCP
and DNS server addresses correctly?
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3

Observe the Effects of a Deactivated Scope and Resolve the

Configuration

To complete this, lab you will now misconfigure the DHCP server scope and observe the
effects of incorrect DHCP settings on a network.

3.1

Deactivate the DHCP Scope, Observe the Effects and Resolve the Problem

1. On the DHCP server (Windows 2k8 R2 Internal 1) machine, click Start >
Administrative Tools > DHCP.

Cormmand Prampt
@ Inkernet Explorer
__j Hokepad

@ Performance Menitor

H Event Yiswer

% Remote Desktop Connection
é DNS

g Computer Managemert:
Hi Disk Defragmenter

#787% Nmap - Zenmap GLT

i~

o
'Ei

i}

Administrator

Documents

Computer

Hetwork

Control Panel

Devices and Prinkers

Help and Support

Run...

»  allPrograms

Ml b windows server Backip

Remoate Deskkop Services

. Component Services

A Computer Management

= Data Sources (ODBC)

2] Event Yiewer

&, 15CSI Initiator

 Local Security Policy

€ Network Policy Server

(%) Performance Monktar

5 Roting and Remote Access
 Security Configuration Wizard
T Server Manager

. Setvices

'2| Share and Starage Management
¥ Storage Explorer

System Configuration

() Task scheduler

@ Windows Firewall with Advanced Security
s windows Memory Diagnastic
2] wwindows PowerShell Modules

[ search programs and fies

@ Logoff | b

Crstary 5 B

2. Maximize and resize the windows to suit your viewing preference. Click the +
next to the w2k8r2internall.netplus.com and IPv4 to expand them. Highlight
Scope [192.168.12.0], right-click and select Deactivate. When you are asked if

you are sure you want to deactivate the scope click Yes.

¥ pHCP

File  Action View Help

€9 [ FEIXE & =HE

1/13/2014

Help

e

& pHP Contents of Scops |
= 3 wZkirZinternall.netplus, com £ pAddress Paol
EREY ] hAddress Leases
g S add | Display Statistics... eservations
i} Aadress kcope Options
@ Address | advanced... 3
u| Reservat
| scopsop  Pecondle.
- Sfarver Cptial Deactivate
F| Filkers
& IPve Yigw »
Delete:
Refresh
Export List. ..
Propetties
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3. Go back to the DHCP client machine (Windows 2k8 R2 Internal 2) and at the
command prompt type ipconfig release. Then, type ipconfig /all. Notice that
DHCP Enabled is still set to Yes but the TCP/IP configurations are APIPA
addresses (autoconfiguration IPv4 address of 169.254.x.x) because the DHCP
server is unavailable.

C:“Users\Administrator>ipconfig ~release

DMS Suffix Seawrch List. . . . . . = netplus.com

Windows IP Configuration

An error occurred vhile releasing interface I thernet adapter Local Area Connection:
ctem cannot find the file specified.
Connection—specific DMS Suffix netplus.com
Ethernet adapter Local Area Connection: Description Intel<{R> PRO~
Connection—specific DHE Suffix A8-58-56-78-6
Link-local IPué Address . . . . . : feB@: Yes
Default Gateway : Yez
Tunnel adapter isatap.netplus.com: Link—].DCE_ll H feBB::hc?1:78
. . Autoconfiguration IPv4 Address. . 169.254.97.21
gzﬁrllgcﬁizﬁsﬂpacific IN§ Suffix [ Subnet Mask 255.255.0.9
- ) Default Gateway
Tunnel adapter Teredo Tunneling Pseudo—Intem DHCPue IAID 2349891598
Hedin Seate : Weaia| DHCPu6 Client DUID P81 -90-01—14
Connection—specific DNE Suffix H
DHS Servers fecA:A:A:FFfff
fecl: FEFF
fecA:QA:QA:ffff
MetBIOS over Tcpip Enahbled

4. Now return to the DHCP server machine (Windows 2k8 R2 Internal 1).If
necessary, click the + next to the w2k8r2internall.netplus.com and IPv4 to
expand them. Highlight Scope [192.168.12.0], right-click and select Activate.

5. On more time, return to the DHCP client machine (Windows 2k8 R2 Internal 2)
and type ipconfig /renew to reset the TCP/IP configuration settings.

6. Ping the DHCP server machine (Windows 2k8 R2 Internal 1) to verify that the
settings are correct and there is network connectivity.

3.2 Conclusion

The DHCP protocol allows a server to dynamically distribute IP addressing and
configuration information to clients. Normally, the DHCP server provides the client with
at least this basic information: IP Address, Subnet Mask, and Default Gateway. By using
DHCP server computers to centrally manage IP addresses and other related
configuration parameters, network administrators are relieved of the trouble of
manually configuring TCP/IP settings on all network hosts.

3.3 Review Questions

1. What is the function of the ipconfig/release and the ipconfig/renew commands?

2. What type of devices would be better served to have static IP configuration?
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