


 

 

Activity 1.1.1: Using Google Earth™ to View the World 

Learning Objectives 
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 me4Fity 1.4.5: Identifying Top Security Vulnerabilities 

Learning Objeme4Fes 
Upon completion of this ame4Fity, you will be able to: 

• Use the SANS site to quickly identify Internet security threats. 
• Explain how threats are organized. 
• List several recent security vulnerabilities. 
• Use the SANS links to access other security-related information. 

Background 
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Although many different wiki servers are available, the following common features that have been 
formalized into every wiki: 

 
• Any web browser can be used to edit pages or create new content.  
• Edit and auto links are available to edit a page and automatically link pages. Text formatting is similar 

to creating an e-mail. 

•

http://www.wiki.org/wiki.cgi?WhatIsWiki
http://www.wikispaces.com/
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Activity 3.4.1: Data Stream Capture 

Learning Objectives 

Upon completion of this activity, you will be able to: 
 

• Capture or download an audio stream 
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Lab 3.4.3: E-mail Services and Protocols  

Topology Diagram  
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Task 2: Capture and Analyze E-mail Communication between the Pod Host Computer and 
an E-mail Server. 

Step 1: Send an e-mail. 
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Task 4: Reflection  

E-mail is probably the most common network service used. Understanding the flog, traffic withng the 
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At the TCP/IP Network layer, communication between devices is not guaranteed. However, ICMP does 
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Problem 5  

Host IP Address  192.168.3.219 

Network Mask  255.255.0.0  

Network Address   



 

 

Activity 6.7.4: IPv4 Address Subnetting Part 2  

Learning Objectives 

Upon completion of this activity, yootill be able to2
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Lab 6.7.5: Subnet and Router Configuration  

Topology Diagram  

 

Addressing Table 

Device Interface 
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Task 1: Subnet the Address Space. 

Step 1: Ex





 









CCNA Exploration 
Network Fundamentals: Data Link Layer  Lab 7.5.2 Frame Examination 

 
 



CCNA Exploration 
Network Fundamentals: Data Link Layer  Lab 7.5.2 Frame Examination 

 
 

All contents are Copyright © 1992–2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 6 of 7 





 

All contents are Copyright © 1992–2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 7 

 

Lab 8.4.1: Media Connectors Lab Activity  







CCNA Exploration 







CCNA Exploration 
Network Fundamentals: OSI Physical Layer  Lab 8.4.1







CCNA Exploration 
Network Fundamentals: Ethernet  Lab 9.8.1: Address Resolution Protocol (ARP) 
 
 

All contents are Copyright © 1992–2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 8 

Task 1: Use the Windows arp Command. 

Step 1: Access the Windows terminal. 

 
C:\> arp 
Displays and modifies the IP-to-Physical address translation tables 
used by address resolution protocol (ARP). 
ARP -s inet_addr eth_addr [if_addr] 
ARP -d inet_addr [if_addr] 
ARP -a [inet_addr] [-N if_addr] 
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Scenario  

In this lab you will create a small network that requires connecting network devices and configuring host 
computers for basic network connectivity. SubnetA and SubnetB are subnets that are currently needed. 
SubnetC and SubnetD are anticipated subnets, not yet connected to the network. The 0th subnet will be 
used. 
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Fill in the following table with IP address informeo1.n for SubnetB: 

 
Network 
Address 

Mask First Host 
Address 

Last Host 
Address 

Broadcast 

     
 

What is the bit mask in binary? ________________________________________________________  
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Scenario 

In this lab students will create a small network that requires connecting network devices and configuring 
host computers for basic network connectivity. The Appendix is a reference for configuring the logical 
network. 

Task 1: Design the Logical Lab Topology. 

1. Given an IP address of 192.168.254.0/24, and 5 bits used for subnets, fill in the following 
information: 

Maximum number of usable subnets: __________  

Number of usable Hosts per subnet: __________  

 
 IP Address: 192.168.254.0 Subnet mask:
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